Website Privacy Terms
eResearchTechnology, Inc., on behalf of itself and each of its affiliates (“ERT”, "us",
"we", or "our") operates http://www.ert.com (the "Site"). This page informs you of our
policies regarding the collection, use and disclosure of personal data (“Data”), as further
explained herein, that we receive from users of the Site.
We protect Data in a manner that allows such information to remain confidential at all
times. Access to the minimum amount of Data is granted only to our employees, or
authorized third-parties who have a business need-to-know. Additionally, we prohibit the
unauthorized, or unnecessary, release of Data.
Information Collection and Use
We may collect and use certain Data (i.e. first and last name, business email address,
and business telephone number) about you when you visit our Site, send an email to us,
use our online chat feature, or complete one of our online forms. The Data you provide
us can identify you.
If you choose to correspond with us through chat, email, by visiting our Site, or complete
one of our online forms, we may retain the content of your chat and email messages,
together with your email address and our responses, and any other information you
provide us. We require this information to provide you with a better service by allowing
us to improve our products and services.
Log Data
ERT also collects, or logs, other information when you visit our Site. This information
includes your Internet Protocol (“IP”) address and domain name. An IP address is a
number that is automatically assigned to your computer by the Internet Service Provider
(“ISP”) through which you access the web, and a domain name is the name of the ISP
itself through which you access the web.
We also log Geolocation. Geolocation uses GPS and cellular networks to determine the
geographical (latitudinal and longitudinal) location of an Internet-connected device. We
use this information to provide you with a better service by allowing us to redirect all
country-specific website visitors to country-specific pages. If you do not wish to make
your Geolocation data available to ERT, Geolocation may be disabled in your computer
or browser settings.
Third-Party Services
We use certain third-party services on our Site to organize, monitor, and analyze Log
Data. Third-party services include the following:
Google Analytics: To ensure that the Site content remains up-to-date, user-oriented,
and comprehensive, we use Google Analytics, a web-analysis tool from Google, Inc.
("Google") that enables us to optimize our products and services for you. Google

Analytics uses Cookies that track your preferences during your visit to our Site. This
allows us to simplify navigation, for example, helping us to make the Site more
user-friendly. The information that is generated in this process (including the IP address)
is anonymized, i.e. your Log Data is not identifiable. An evaluation, for our reporting
purposes, is carried out after the anonymization process.
Furthermore, you can prevent Google's acquisition and processing of the information
that is generated by the cookie and concerns your activity on our Site (including your IP
address), by downloading and installing a browser plug-in. In this process, your IP
address is in a first step reduced to countries in the European Union or other countries
in the European Economic Area. Click Here to view the information in English and Here
for German text.
Further information about Google’s terms of use and privacy options are available here
in
English:
https://policies.google.com/privacy?hl=en
and
in
German:
http://www.google.com/analytics/terms/de.html
Wordpress.com: ERT.com is hosted by WordPress, an Automattic company. We use
WordPress hosting services to optimize the performance of the Site, ensure customer
Data and Log Data is adequately protected, and improve Site functionality. When using
the Site, WordPress may collect the following customer Log Data: originating Internet
Protocol (IP) address, proxy IP address, URL accessed, complete http: header, http:
request body, and Cookies. Log Data is collected to operate, manage and improve the
Site and ensure the technical functionality and security of the Site. Additional Cookies or
Data may be collected by Wordpress, in accordance with their privacy-notice.
Further information about WordPress and Automattic’s collection of Data and Log Data
can be found here: https://automattic.com/privacy-notice/

SalesForce: We use SalesForce to collect and organize Data that is collected through
our Site through chat, email, and online forms submission. Should you decide to send
us a request for information or submit an online form, or engage in a chat session, that
associated Data will be stored with appropriate security controls, in accordance with
SalesForce
Privacy
Policy
found
here:
https://www.salesforce.com/company/privacy/full_privacy/
Google, WordPress, and Salesforce log IP addresses and domain names, then
aggregates them for system administration and to monitor the use of our Site. We use
the aggregated information to measure the number of visits to our Site, the average time
spent on our Site, the number of pages viewed, and to monitor various other Site
statistics. This monitoring helps us evaluate how our Site is used and helps us
continuously improve the content we provide. We do not share these statistics with
outside parties and our Site does not link IP addresses or domain names with any Data.
This means that a visitor’s session will be logged on Google, WordPress, and
Salesforce’s servers, but the visitor will remain anonymous.

Cookies
Cookies are files with a small amount of information, which may include an anonymous
unique identifier for each visitor. The website is then able to recognize repeat users and
track usage patterns to better serve visitors when they return to that website. The
Cookie does not extract Data, and most browsers provide a simple procedure that
enables users to control whether or not they want to receive Cookies or notifies them
when a website is about to deposit a Cookie file. You can instruct your browser to refuse
all Cookies or to indicate when a Cookie is being sent. However, if you do not accept
Essential Cookies, you may not be able to use some portions of our Site. We and our
authorized third-parties, i.e. Google, WordPress, and Salesforce (as outlined above)
may collect Cookies.
We use Essential Cookies and Non-Essential Cookies. “Essential Cookies” guarantee
functions without which you would not be able to use our Site as intended.
Non-Essential Cookies may collect information about the way the Site is used or to store
information already entered (such as user name, language, or current location).
Non-Essential Cookies are used to improve the performance of a website and offer the
user improved, more personalized features.
For further information about our Cookie Policy, or to update any of your Cookie
settings, including to opt-out of the use of Non-Essential Cookies, please click here:
https://www.ert.com/legal-and-privacy/#cookie-settings.
Security
The security of your Data is important to us. However, please keep in mind that no
method of transmission over the Internet, or method of electronic storage, is 100%
secure. While we use commercially acceptable means to protect your Data, we cannot
guarantee its absolute security. Like most, if not all non-encrypted email
communications, your email may be accessed (and viewed) by other Internet users,
without your knowledge and permission, while in transit to us. Thus, in order to protect
your privacy, please do not use email to communicate information to us which you
consider confidential because you are legally responsible for any Data you submit to us.
Transferring Data Internationally
Our co-location servers are located in the United States. If you are accessing our Site
from outside the United States, please be aware that your Data and Log Data may be
transferred to, stored, and processed by us in the United States and in the UK,
European Union, Switzerland, and the Asian-Pacific region, where we maintain office
locations.
Please be aware, if you are a resident in the United Kingdom, European Union, or
Switzerland, other countries may not have data protection laws as comprehensive as
those in your country. We take necessary measures to protect your Data when
transferring it outside of your geographic region. In particular ERT shall ensure all
onward transfers of your Data comply with cross-border transfer requirements, including

use of the European Union Standard Contractual Clauses (“SCCs”). By incorporating
the SCCs into a contract established between the parties transferring data, (click the
following link to learn more about the SCCs and international transfers:
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-pr
otection-regulation-gdpr/international-transfers/) personal data can be protected when
transferred outside the European Union, United Kingdom, or Switzerland to countries
which have not been deemed by the European Commission to adequately protect
personal data. To learn more about our company’s Privacy Policy and our Data Privacy
and Security Governance Program, including how you may submit an inquiry to review
or delete your Data, click here: https://www.ert.com/privacy/.
Changes to these Website Privacy Terms

These Website Privacy Terms (“Terms”) are effective as of July 2020. Any changes
made to the provisions in the future will be deemed in effect immediately after being
posted on this page. We reserve the right to update, or change, our Terms, at any time.
Be sure to check this page periodically for any changes. Your continued use of the Site,
after we post any modifications to this page, will constitute your acknowledgment of the
modifications and your consent to abide by and be bound to the Terms. If we make any
material changes to these Terms, we will place a prominent notice on our Site.
Contact Us
If you have any questions about these Terms, please contact our Data Privacy Team at
privacy@ert.com

